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Justification 

The Florida Department of Transportation (FDOT) uses huge streams of data transmitted by smart roadways 

covering more than 12000 miles and over 3000 transportation sensors to monitor and manage traffic across 

Florida. The data gets archived at Central Data Warehouse (CDW), monitored/analyzed by the Regional 

Integrated Transportation Information System (RITIS), and is used to manage and control traffic via 

SunGuide by many Traffic Management Centers (TMCs) through SunGuide's built-in data exchange and 

interoperability features (FDOT, 2022).  

Many natural catastrophes cause large-scale infrastructural damage, triggering power outages and network 

failures across entire cities, spanning multiple days. Recently, during (Hurricane Ian, 2022), out of 14 

thousand cellular towers in Ian's path, 1152 reported out-of-service; that is close to 11% failure that peaked at 

65% in hard-hit areas of Ft. Myers (Hurricane Ian - Federal Communication Commission, 2022). In a survey 

by a newspaper group, The Sun, more than 90% of Charlotte's traffic signals were damaged (YourSun, 

2022). 

Cloud-based data storage and processing is one potential solution that FDOT is currently exploring to 

provide more robustness and resilience for its operations. However, sending unprocessed bulk data directly to 

the cloud servers introduces a potential central point of failure: communication reliability between the 

sensors and the cloud servers. Moreover, processing raw data on cloud servers leads to high latency, which 

can be hazardous for specific safety-critical applications. A part-edge-part-cloud solution holds the potential 

to remove strict dependence on the cloud servers and reduce the total latency. However, it is challenging to 

design a hybrid model that balances the data and compute burden such that the system remains feasible in 

terms of cost, reliability, and security. Therefore, it is necessary to carefully design a research pipeline that 

involves rigorous design, experimentation, and evaluation cycles to iteratively build the solution. 

This proposal proposes a three-stage plan to augment FDOT's efforts in exploring the hybrid cloud approach 

for data storage and computational needs. In the first stage, I) a sample sensor node, that is, the complete kit 

containing all the parts (sensor, interface box, cables, etc.) that FDOT deploys, is acquired by the research 

team at UCF and is connected to a virtualized machine running at FDOT's servers. The virtual machine act as 

a simulated cloud server running a copy of selected applications (to be decided in consultation with FDOT) 

that processes the data from the sensor node. The machine is a virtualized environment and is usually 

considered safe, but for added safety, the connection is recommended to be secured by a Virtual Private 

Network (VPN) via Secure Socket Tunneling Protocol (SSTP). In the second stage, II), the application 

solution running on the virtualized machine, which completely relies on the cloud server for computation, is 

investigated, and a hybrid solution is designed, considering cost, reliability, and security as the metric. Here, 

a suitable compute unit is searched and added to the sensor node, followed by the development of a 

summarization/compression/encoding model that efficiently pre-processes sensor data and generates compact 

high-level information to be sent to the application running at the simulated cloud server. In the third stage, 

III), the implemented hybrid solution is evaluated based on the metrics defined earlier. The evaluations are 

made on simulated use cases, conditions, and environments. The research iteratively performs stage II and 

stage III until a feasible solution is found; reports are provided after each iteration. 

Impact 

The project will provide 1) a short evaluation report of the currently deployed solution, 2) the part-edge-part-

cloud solution that has no central point of failure and improves latency, and 3) a feasibility report considering 

cost, reliability, and security as a metric. 
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Urgency 
1 

The project should get the highest priority as the deployment of any network-

based services from FDOT are highly affected by latency and central point of 

failure issues. 

 

Implementability 
1 

The project has the greatest likelihood of implementing the results as it involves 

the use of actual equipment, networking, and processing methods as per the 

guidelines provided by FDOT. 

 

Project Benefits 

The Department is actively looking at how to handle both operational needs and the benefits of cloud computing.  A hybrid solution appears to be 

the future direction of TSMO, but this has not been put into practice yet by vendors.  FDOT has setup NG-SELS to support this approach.  R-ICMS 

supports the approach.  SunGuide has been deployed in the Northeast as Compass as entirely cloud hosted, but a myriad of risks to the continuity of 

operations not to mention migration costs call into question how to move forward.  This project would provide insight into a potential route and 

provide lessons learned for our next steps. 

Project Benefits 

(Select all that apply and 

explain) 

Quantifiable Benefits 

(units, dollars, etc…if 

applicable) 

Methodology or Data Sources Used to Determine Quantifiable Benefits.  If not 

applicable, please give justification of project benefits 

o Materials 

Enhancement 
  

https://ieeexplore.ieee.org/abstract/document/8556039
https://ieeexplore.ieee.org/abstract/document/8336572
https://www.mdpi.com/1424-8220/21/11/3876
https://www.sciencedirect.com/science/article/pii/S1383762120302186
https://trid.trb.org/Results
https://rip.trb.org/


o Materials Savings  
The project will deliver a cost-effective solution by carefully selecting the parts that are 

added to deliver the required improvements. 

o Time Savings  

The project will deliver a reliable solution measured by a) latency and b) up-time. Latency 

is the time a packet takes from sending node to receiving node in a network and up-time is 

the time during which the application remains operational.  Reduce IT Staffing needs and 

time spent investigating systems 

o Lives Saved/Injuries 

Prevented 
  

o Other (Security)  
The project will provide a secure solution. The data sent and received will follow practiced 

security standards. 

*Comments should explain and support urgency, financial benefit, and implementability scores  


