FDOT VPN – DMS DocuSign PowerForm instructions (Revised 3/11/22)

https://na2.docusign.net/Member/PowerFormSigning.aspx?PowerFormId=6486c4f8-1a5e-48b1-b8b9-5f48bbc4873b&env=na2&acct=92e13a48-e8c0-406b-8826-71ea9f18b32c
IMPORTANT - The process will require that the Person completing this form knows who the Consultant’s FDOT Project Manager is and their email. They must also know who the Cost Center Manager is for the FDOT Project Manager and the Cost Center Manger’s email address. The Person submitting the form may be a different person from the Consultant or the same person.  Each person identified on the DocuSign PowerForm will receive a copy of the final signed, completed document.
1) The first person listed is the name of the Person completing this form requesting VPN via DMS access for a Consultant, along with their email address.
[image: Graphical user interface, text, application, email

Description automatically generated]


2) The second person listed is the name of the Consultant and their email address.
[image: ]
3) The third person listed is the name of the FDOT Project Manager and their email address.
[image: ]
4) The fourth person listed is the name of the Cost Center Manager and their email address.
[image: ]


5) The fifth and last person listed is the name of the person responsible for paying the bill for the VPN service. This may be the same as the consultant requesting the service or it may not be. We are calling this person the Company Billing Agent. 
[image: ]
Note: there is a Backup Admin listed on the submission page. Please do not change that information.
As soon as the five users have been identified by name and email, you will click the Begin Filling Out Form button. 
[image: ]
This begins the PowerForm process flow.  Each user will be notified via email to complete their part.  The email will look similar to this: [image: Graphical user interface, application

Description automatically generated]
Simply click on the Review Document button. It will take the user directly to the PowerForm.
DocuSign will require that each user acknowledge they have read and agree to the Electronic Record and Signature Disclosure. 
[image: ]
Once the user has marked that they “agree”, it will allow them to CONTINUE. 
[image: ]
Note that after each stage of the process there is the option to Save a Copy of Your Document. There will be a final signed copy automatically provided via email for each person involved in the completion of the document.
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Description automatically generated]

1) The first action is for the Person completing this form. They may complete any of the available fields, but none are required for this step. Once they are ready, they will click the FINISH button. 

2) The second action is for the Consultant. They will be notified via email to complete their part. 
If any fields have information entered by the Person completing this form, they will see the following message:
[image: ]
Click on CONTINE.
If updates are needed for any of the information entered by the Person completing this form, the Consultant can do so. The Consultant must complete the Reason for VPN access request.  
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The next part will be the Company Billing Address information. This section is first since it is selected first when FDOT is ordering the service.  Fill in the following mandatory fields:
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The next sections to complete are the optional Technical Support fields and the mandatory question regarding the Service Address.
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If the Service Address is the same as the Billing Address, you will answer No and move to the last section to complete.
If the Service Address is different than the Billing Address, you will answer Yes and complete the required fields. 
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The last part the Consultant will complete is their User ID if they already have one (optional field) and their Phone number and Company email address (required). 
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Once they have completed the last fields, the user will click on the FINISH button at the bottom of the page. 
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Here is an Example with the fields completed by the Consultant. 
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After the consultant has clicked on the FINISH button, it will take them out of the PowerForm. 


3) The third action is for the FDOT Project Manager. 
All they will need to do is click on the Review Document button in the email they receive. It will take them to the PowerForm.
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Once they click on CONTINUE, it will prompt the FDOT PM through signing the form. Once they have signed, they will click on the FINISH button.
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4) The fourth person that will receive an email to complete the form will be the Cost Center Manager.  The email will look the same, and all they will need to do is click on the Review Document button. It will take them to the PowerForm.
Once the CCM has signed the document and filled in their Cost Center Number, they will click the FINISH button. 
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Description automatically generated]
5) The last user that will receive the email to complete the form will be the Company Billing Agent. This may be the same person as the Consultant if they are signing as paying for their bill. If there is a company agent, then it will be a different person entering the final signature. 
In this example: The Consultant is not the same person as the Company Billing Agent.
The Company Billing Agent will need to enter their Billing Contact Phone number. There is also an optional field where the CSAB Billing ID number may be listed if it is known. 
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Description automatically generated with low confidence]

Once these fields are complete, the Company Billing Agent will be prompted to sign the form. Once they have signed the document, they will click the FINISH button. 
This completes the DocuSign PowerForm for VPN-DMS access. The emails to each person in the process will be generated with the final version of the signed document. 
The email will look similar to this: 
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The completed Example screen shots:
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If you have any questions about this form, please contact your local Security Coordinator. 
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PowerForm Signer Information

Fillin the name and email for each signing role listed below.
Signers willreceive an email inviting them to sign this document.

Please enter your name and email to begin the signing process.

Your Name: *

[[Futvame

Your Email:

[[emai scaress
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Name: * ¢

[Pt vame

Email: *
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Name: *

[[Futvame

Email: *
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[[emai scaress
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Name:

[[Futvame

Email: *

[[emai scaress
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BEGIN FILLING OUT FORM
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Please DocuSign: DMS VPN Access for John Brown

DocuSign Demo System <dse_demo@docusign.net>
To

>
L]

) fthere ae probiems wit how this s displayed, clck hereto view i in  web browser,

DEMO SITE
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Please Review & Act on These Documents FDOT)

Heather McGlellan
FLDOT - Demo Fouerea oy DocuSign

Please note: Heather McClellan is the DocuSign admin for this form. If you have questions about the document, please contact
HeatherMcClellan@dot.state.fl.us.

» CONTINUE

Use the Finish Later option to continue
signing this document at a later time.
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Please Review & Act on These Documents ng'ﬂ

Heather McGlellan
FL DOT - Demo Fouerea oy DocuSign

Please note: Heather McClellan is the DocuSign admin for this form. If you have questions about the document, please contact
HeatherMcClellan@dot.state.fl.us.

FINISH LATER OTHER ACTIONS v
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Save a Copy of Your Document

¥

—_

Your document has been signed

1f you would like a copy for your records, select Download or
Print and save,

- PRINT crose
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Changes to Shared Fields

Another recipient has made changes to shared fields on this document.
These fields are highlighted for your notification and review.
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DocuSign Envelope ID: 75C2F522-348D-4470-ACOB-ABDD2BBACAT2

DEMONSTRATION DOCUMENT ONLY
PROVIDED BY DOCUSIGN ONLINE SIGNING SERVICE

999 3rd Ave, Suie 1700 - Seallle  Washington 98104 + (206) 219-0200
STATE OF FLORDA OEPARTIENT OF TRANSPORSIIABNSIGn com 2500008
DMS VPN ACCESS REQUEST FORM - (Non-DOT Employees) Coeh ey

‘The Florida Department of Transportation (FDOT) is responsible for requesting and maintaining the Virtual Private Network
(VPN) user access control list (ACL) which permits access to a remote user to the State’s network through the Florida

Department of Management Services (DMS). This document is the application to establish connection between a user's
individual machine and FDOT's networks.

Reason for VPN access:

Project Manager/ DOT Representative:

By my signature below | am acknowledging:
« That VPN access is the best means for providing the data and information needed for the user to conduct business on behalf of FDOT,

« I understand that the Department can cancel the VPN access dus to the userivendor's non-payment of monthly services to DMS. If

the debt remains unpaid, then my cost contor will be responsible for the outstanding amount. When VPN service is cancelled dus to
on-payment, the user will need to reapply for access by submitting a new form.
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[DEMONSTRATION DOCUMENT ONLY
DocuSign Envelope ID: 450567F6-6E5A-4733-B797-5FDCAEDSAGET PROVIDED BY DOCUSIGN ONLINE SIGNING SERVICE
999 3rd Ave, Sute 1700 - Seatle - Washington 98104 + (208) 219-020C
STATE OF FLORIDA DEPARTENT OF TRASFORIATIORUSION.com somasn

DMS VPN ACCESS REQUEST FORM - (Non-DOT Employees) T ey

Company Billing Address:
Company Name 1
Street Address |
City
State/Zip Code 1 County ]
Billing Contact Name
Billing Contact Phone No.
Billing Email Address
Billing Account Number:
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Technical Contact Information:
Contact Name

Contact Phone No.

\ Contact Email Address

Service Address (if different from billing location): [~ seTect ~v]

Street Address

city

State/Zip Code County

Contact Name

Contact Phone No.

Email Address.
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Service Address (i different from billing location): [= K2

Street Address

city

State/Zip Code County[

Contact Name

Contact Phone No.

Email Address.
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User Name John_Brown

User ID

User Phone No. | —1

User Company Email Address |
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This must be signed by the person who is authorized to purchase VPN service for the vendor and who is assuming
responsibility to pay the VPN monthly fee to the VPN provider, pursuant to FL Statute 282.711.

Print Name Date
Signature Date
W250605A docx 202
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'DEMONSTRATION DOCUMENT ONLY
DocuSign Envelope ID: 75C2F522-348D-4470-ACOB-ABDD2BBACAT2 PROVIDED BY DOCUSIGN ONLINE SIGNING SERVICE
999 3rd Ave, Suit 1700 + Seatle - Washington 93104 + (206) 216-0200

STATE O FLORIDA EPARTIENT OF TRANSPORSKIBIVSIGD com aesaenasn

DMS VPN ACCESS REQUEST FORM - (Non-DOT Employees) Coeh ey

‘The Florida Department of Transportation (FDOT) is responsible for requesting and maintaining the Virtual Private Network
(VPN) user access control list (ACL) which permits access to a remote user to the State’s network through the Florida
Department of Management Services (DMS). This document is the application o establish connection between a user's
individual machine and FDOT's networks.

Reason for VPN access:
[eeded for EDMS access To work on Project $12345.

Project Manager/ DOT Representative:

By my signature below | am acknowledging:

« That VPN access is the best means for providing the data and information needed for the user to conduct business on behalf of FDOT,

« I understand that the Department can cancel the VPN access dus to the userivendor's non-payment of monthly services to DMS. If
the debt remains unpaid, then my cost contor will be responsible for the outstanding amount. When VPN service is cancelled dus to
on-payment, the user will need to reapply for access by submitting a new form.

DOT Project Manager Name:
DOT Project Manager Signature:

Date
Cost Center Manager Name: Cost Canter Number
Cost Center Manager Signature:

Date
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Company Billing Address:
Company Name
Street Address
city
State/Zip Code
Billing Contact Name
Billing Contact Phone No.
Billing Email Address
Billing Account Number:

Technical Contact Informatios
Contact Name
Contact Phone No.
Contact Email Address

[FioR_Tn:

25 ain Street |

[Ean_antonto

[, 78205 ]

County poar

[Tech Support

[§13-222-5091

ftechsupportehdrinc. com

Service Address (if different from billing location): [Yes v
Street Address [£56_Downtown Drive |
city [Tampe.
State/Zip Code [FL. 33602 County [l 115borough |

Contact Name
Contact Phone No.
Email Address.

User ID for VPN Client:

User Name
User ID
User Phone No.

John Brown

[FT3-222-90%0 ]

User Company Email Address [john-brownehdr Tnecon |
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Please Review & Act on These Documents

Heather McClellan
FLDOT - Demo

uSign admin for this form. If you have questions about the document, please contact

Please review the documents below. CONTINUE OTHER ACTIONS v
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Done! Select Finish to send the completed document.

OTHER ACTIONS v

Q@ Q & 8 ¢ 0

| understand that the Department can cancel the VPN access due to the userivendor's non-payment of monthly services to DMS. If
the debt remains unpaid, then my cost contor will be responsible for the outstanding amount. When VPN service is cancelled dus to
on-payment, the user will need to reapply for access by submitting a new form.

DOT Project Manager Name: 5edgnes

DOT Project Manager Signaturg: James Jones 3/11/2022 | 9:01 AM EST
— Date

Cost Center Manager Name: Cost Canter Number

Cost Center Manager Signature:

Date
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Please review the documents below.

Q@ Q & 8 ¢ 0

By my signature below | am acknowledging:
« That VPN access is the best means for providing the data and information needed for the user to conduct business on behalf of FDOT,

| START o uenta o Depamentcan cancl VPN s e o o usrhendors o gaymen o many enies 0O,
e dot e oot oy costcotr il oo o aning ou. e PN Somie s canclod o o

on-payment, the user will need to reapply for access by submitting a new form.

DOT Project Manager Name: Jfnes

DOT Project Manager Signaturg: fames Jones 3/11/2022 | 9:06 AM EST
crmmcrn Date

Cost Center Manager Name: jelsicen Cost Centor Number[____—]

Cost Center Manager Signatur 3/11/2022 | 9:07 AW E5T
Date
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999 3 Ave, Suite 1700 - Sealtle - Washington 98104 - (206) 219-020¢

STATE OF FLORIDA DEPARTENT OF TRANSAURIATIDRUS 01 com somomn
DMS VPN ACCESS REQUEST FORM - (Non-DOT Employees) INFORMATION TECHOLOOY
Company Billing Address:
Company Name R Tne. 1
Street Address [123 Main street |
City San Antonio |
State/Zip Code [TX, 78205 ] County [Bexar |
Billing Contact Name Betty Smith

Billing Contact Phone No.
Billing Email Address
[ Biling Account Number:
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Completed: Please DocuSign: DMS VPN Access for John Brown

DocuSign Demo System <dse_demo@docusign.net>
To

>
L]

B —— s isplayed, cick her o view it n  web browser,

w3250605A docx.paf
383 KB

FDOT

DEMO SITE

All signers completed Please DocuSign: DMS VPN Access for John Brown
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DocuSign Envelops ID: 75C2F522-348D-4470-ACOB-ABDD2BBACAT2

[DEMONSTRATION DOCUMENT ONLY
PROVIDED BY DOCUSIGN ONLINE SIGNING SERVICE
999 3rd Ave, Sute 1700 - Seatle - Washington 98104 + (206) 218-0200

STATE O FLORIDA EPARTIENT O TRANSPORSKIBIVSIGD com rane

DMS VPN ACCESS REQUEST FORM - (Non-DOT Employees) Conh ey

‘The Florida Department of Transportation (FDOT) is responsible for requesting and maintaining the Virtual Private Network
(VPN) user access control list (ACL) which permits access to a remote user to the State’s network through the Florida
Department of Management Services (DMS). This document is the application o establish connection between a user's

individual machine and FDOT's networks.

Reason for VPN access:

Needed for EDMs access to work on Project #12345.

Project Manager/ DOT Representative:

By my signature below | am acknowledging:

‘That VPN access is the best means for providing the data and information needed for the ser to conduct business on behalf of FDOT.

« understand that the Department can cancel the VPN access dus to the userivendor's non-payment of monthly services to DMS. If
the debt remains unpaid, then my cost contor will be responsible for the outstanding amount. When VPN service is cancelled due to
on-payment, the user will need to reapply for access by submitting a new form.

DOT Project Manager Name: Jgnes
DOT Project Manager Signaturg: fames Jones

3/11/2022 | 9:06 AM EST

Cost Center Manager Name: ofERRUR,Green
Cost Center Manager Signaturg: Geesge Gacen

Date
Cost Center Number. 729
3/11/2022 | 9 AM EST
Date
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Vendor Acknowledgement:
By my signature below | am acknowledging:
VPN Service will be billed as a non-refundable 6-month subscription, which will automatically renew unless disconneted by

submitting a request o remove access. The current rate can be accessed at:
https://www.dms.myflorida.com/business_operations/telecommunications/suncom2/data_services/remote_access

virtual_private_network_2_von_2/vpn_2_rates. Please note that services cannot be paid in advance.

 lunderstand in the event this VPN account becomes 90 days delinquent on any payment due, The Department wil terminate
the VPN account. Once this VPN accountis terminated, the VPN user will need to reapply for access by submitting a new form,

« VPN access is only to be used for the communicated DOT business and upon such a time that the project is completed andjor
the VPN access is not needed, | il communicate this to the DOT Project Manager in order to terminate access.

« lunderstand the FDOT does not allow splittunneling for VPN access. This means that during a VPN session with FDOT, the
VPN user will ot have direct access to hisiher local area network.

« |understand that this VPN account is only to be used by the person listed n the “User Name" ield on the following page, and the
‘account will not be shared with others. f the Department finds that the account is being shared, the resuls may include
temporary suspension of VPN service and up to permanent termination of VPN service.

« lunderstand that iftechnical assistance is needed, the VPN user is responsible for contacting Hayes Computer Systems
(HCS) first for support either by email support@hes.net or by phone at 1-877-347-6896 tolk-free).

« lunderstand that biling questions may be directed to the Department of Management Services Helpdesk by phone at 1-888-
478-6266(toll-free).
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[DEMONSTRATION DOCUMENT ONLY

DocuSign Envelope ID: 75C2F522 348D-4470-ACOB-ABDD28BACAT2 PROVIDED BY DOCUSIGN ONLINE SIGNIG SERVICE
999 3rd Ave, Sute 1700 - Seatle - Washingfin 98104 + (206) 219-020¢

STATE OF FLORIDA DEPARTENT OF TRASFORIATIORUSION.com somasn

DMS VPN ACCESS REQUEST FORM - (Non-DOT Employees) R e

Company Billing Address:

Company Name HOR Tnc.
Street Address 123 wain street

city San_antonio

State/Zip Code TX, 78205 County Bexar

Billing Contact Name Betty smith

Billing Contact Phone No. ~ 813-222-9099.
Billing Email Address. Betty. Smith@hdrinc.com
Billing Account Number:
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Technical Contact Information:

Contact Name Tech support
Contact Phone No. 813-222-9091
Contact Email Address _techsupport@hdrinc. con

Service Address (if different from billing location): Yes

Street Address 456 _bowntown drive
city Tanpa
State/Zip Code FL, 360 County Hi115borough

Contact Name

Contact Phone No.

Email Address.

User ID for VPN Client:

User Name 30hn Brown
User ID
User Phone No. 813-222-9090

User Company Email Address _john. brown@hdrinc . com

This must be signed by the person who is authorized to purchase VPN service for the vendor and who is assuming
responsibility to pay the VPN monthly fee to the VPN provider, pursuant to FL Statute 282.711.

Vendor Signature:

Betty Smith 3/11/2022 | 9:18 av EsT
Print Name Date
By juw 3/11/2022 | 9:18 AW EST

“Sighlte Date




