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Simple Digital Signature Instructions
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Note to User
The following instructions are for devices using Windows 7, 8, or 10 and Internet Explorer.

Currently, iOS devices do not support signing with digital certificates. Instructions will be provided when
the option becomes available. Since the chosen FDOT Construction platforms are Windows and iOS,
guidance for MAC and Android devices is not yet provided.

Acquiring a Digital Signature
1. Navigate to: http://www.fdot.gov/it/ApprovedDigitalCertificateAuthorities.shtm
2. Select an approved digital certificate provider from the list and acquire a certificate through
their application process.

Exporting a Digital Certificate

After you have installed your digital certificate, you can export it for use on other devices and/or for safe
keeping in case your installed certificate is lost. It is recommended to save your certificate in 2 locations.
These could include your local computer (e.g. My Documents) and an external drive (e.g. thumb drive or
hard drive).

1. Open Internet Explorer.


http://www.fdot.gov/it/ApprovedDigitalCertificateAuthorities.shtm

2. Select the “Gear” icon, then select Internet Options.

Print ¥

File > £
Zoom (100%5) ¥
Safety > ~
Add site to Apps

View downloads Ctrl+)

Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

nternet options
About Internet Explorer

3. On the Content tab, select Certificates.

General Security  Privacy Connections Programs = Advanced

Certificates

Use certificates for encrypted connections and identification.

I Clear 55L state ” Certificates I| Publishers |

AutoComplete
==  AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices pravide updated

content from websites that can be
read in Internet Explorer and other
programs,

A

oK | | Cancel | Apply
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4. Select your most current certificate (i.e. look at expiration date) issued by your certificate
authority (i.e. ldenTrust), then select export

Intended purpose: <All= w

Personal QOther People  Intermediate Certification Authorities  Trusted Root Certification) ¢ | * |

Issued To Issued By Expiratio...  Friendly Name |
24ecBc670955-41... MS-Organization-Access  3/9/2027 <Mone = |
—~|Ashley W Anderson  IdenTrust ACES CA 2 a8/23/2019  <Mone> |

55l ashley W Anderson  IdenTrust ACES CA 1 8/23/2017  <MNone>
_ﬁJashIey.anderson@-. .. Communications Server  11/17/2017  <MNonex

Import... Remaove Advanced

Certificate intended purposes
Client Authentication, Secure Email, Any Purpose

View

Close

5. Follow the steps in the Certificate Export Wizard, select Next.

£* Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.
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6. Select Yes, export the private key, select Next. (You will need your digital certificate password.)

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(®) Yes, export the private key

(O Mo, do not export the private key

I Mext " Cancel

7. Select Personal Information Exchange and Include all certificates in the certificate path if
possible, select Next.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X.509 (.CER)
Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (.PFX)
El.ndude all certificates in the certification path if possible
[pelete the private key if the export is successful
Ex‘port all extended properties
mnable certificate privacy
™ Microsoft Serialized Certificate Store [55T)




8. Select the Password box and enter your password twice, select next.

Security

To maintain security, you must protect the private key to a security prindpal or by

using a password.

[JGroup or user names (recommended)

Password:

Confirm password:

9. Select Browse.

& 4 Certificate Export Wizard

File to Export
Specify the name of the file you want to export

Add

Remove

| Nex || Cancel |

File name:

=

i [
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10. Navigate to your chosen file location and enter a file name, select Save.

& v quli S ThisPC > Desktop » V1O | Search Desktop p
Organize = MNew folder B o
~ Date modified Type

v 3 Quick access
; Downloads & O/7/2017 9:26 AM Internet 5|

& OneDrive for # 10/19/2017 %18 AM  File folder
[ Desktop »+
Al b g

Documents  #
v

File name: | Ashley Anderson - Digital Certificate W
Save as type: | Personal Information Exchange (*.pfx) N

11. Select Next.

File to Export
Spedify the name of the file you want to export

File name:
C:\Users\cn98 25a\DesktopiAshley Anderson - Digital Certiﬁmte.pf| | Browse...

m Cancel
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12. Select Finish.

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

‘fou have spedfied the following settings:

Ci\WUsers\m982aa'\DesktopiAshley An
Export Keys fes
Indude all certificates in the certification path Yes
File Format Personal Information Exchange (*.pfi
< >

I Finish I Cancel

13. Enter your Digital Signature Password, select OK. DO NOT SELECT REMEMBER PASSWORD.

14. Select OK.

The export was successful,

An application is requesting access to a Protected tem.

Password for:
CryptoAP| Private Key Io------oo-o-| I




15. Select Close.

Certificates

>

Intended purpose: <All=

o

Personal Other People  Intermediate Certification Authorities  Trusted Root Cerﬁﬁmﬁorm

Issued To Issued By Expiratio. ..
|55 29ec8067c955-41... M5-Organization-Access  3/9/2027
[5lashley W Anderson  IdenTrust ACES CA 2 8/23/2019
| JAshley W Anderson  IdenTrust ACESCA 1 8/23/2017
@ashley.anderson@. .. Communications Server  11/17/2017

Friendly Name
<MNone=
<MNone =
<MNone=
<None=

Import... || Export... || Remaove

Certificate intended purposes
Client Authentication, Secure Email, Any Purpose

View

16. Select OK and close Internet Explorer.

General Security Privacy Content  Connections

Programs

Adwvanced

Certificates

A

Use certificates for encrypted connections and identification.

| Clear S5L state | I Certificates I |

Publishers |

AutoComplete

on webpages and suggests matches
for you.

Feeds and Web Slices

= AutoComplete stores previous entries

content from websites that can be
read in Internet Explorer and other
programs.

1| Cancel |

Feeds and Web Slices provide updated

Apply
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Installing and Configuring Adobe

1. Navigate to https://get.adobe.com/reader

2. Download and install Adobe Acrobat Reader DC. If you prefer, uncheck the boxes for optional
offers.

Step:10f 3
Opﬁl(al offers Terms & conditions:
| Yes, install Google Chrome. By clicking the "Install now" button, you
Leamn more agree to the automatic installation of
updates to Adobe Acrobat Reader DC and
~ Yes, install Google Toolbar for Internet Acrobat Reader Chrome Extension (if
Explorer. applicable), and to the Adobe Software
¥ Leam more Licensing Agreement.
Version 2017.012.20093 B Gosge 1 hdbe
System requirements SGERECH 3 revenecm @
Your system:
Windows 10, English

Do you have a different language or operating system?

Are you an IT manager or OEM? Note: Your antivirus software must allow

you to install software.
Install the Acrobat Reader Chrome Extension

L
T Install now

Total size: 112 MB

Copyright © 2017 Adobe Systems Incorporated. All rights reserved.

Choose your region Terms of use | Privacy | Cookies



https://get.adobe.com/reader

Signature Appearance

1. Open Adobe Acrobat Reader DC and select Edit >> Preferences.

File W08 View Window Help

Take a Snapshot

Check Spelling

Advanced Search

Protection

Accessibility

Manage Tools

Preferences...

Shift+Ctrl+F

Cirl+K

2. Select Signatures >> More...

Revised Date: 1/9/2018

Preferences

Categories:

Commenting
Documents
Full Screen
General

Page Display

30 & Multimedia
Accessibility

Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript
Language
Measuring (20)
Measuring (30)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Spelling

Tracker

Trust Manager
Units

Digital Signatures

Creation & Appearance

= Control options for signature creation
= Set the appearance of signatures within a document

Verification

= Control hew and when signatures are verified

Identities & Trusted Certificates

= Create and manage identities for signing
= Manage credentials used to trust documents

Document Timestamping

= Configure timestamp server settings

oK

More...

More...

More...

More...

Cancel




Select New.

Creation and Appearance Preferences L\\) X

Creation
Default Signing Method:  Adobe Default Security ~

Default Signing Fermat:  PKCS#7 - Detached w

When Signing:

Show reasons
[[]5how lecation and contact information
Include signature's revocation status

[] View decuments in Preview Mode
Enable Review of Document Warnings: | When certifying a document ~
Prevent Signing Until Warnings Are Reviewed: | Mever ~

Use modern user interface for signing and Digital ID configuration

Appearances
Created 2017.01.06 14:27:20 -05'00'
L
Edit...
Duplicate
Delete
Help 0K Cancel
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Select your signature appearance options. The options shown below will create a very simplistic
signature appearance. Give your appearance a unique title. Click OK. Then select OK twice more

to exit the preference menus.

Configure Signature Appearance %

Title: |MyDigitaISignature

—

Preview

your common 2017.10.31
name here  18:29:31-04'00'

Cenfigure Graphic
Show: (O No graphic Import Graphic from:
(O Imported graphic
(® Name

File...

——

Configure Text
Shaw: [ JMame [JLecation [ Distinguished name [Jloge
[] Date [JReason [ Adebe Version [ Labels

Text Properties
Text Direction: (@) Auto O Left to right (O Right to left

Digits: | 0123456789 ~
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Verification Preferences
1. Open Adobe Acrobat Reader DC and select Edit >> Preferences.

File W08 View Window Help

Take a Snapshot

Check Spelling 4
Advanced Search Shift+Ctrl+F
Protection 4
Accessibility L

Manage Tools

2. Select Signatures >> More...

Frelerenced x

Digial Sagnabures
Documents Cresen B Appesiange

G = Cortiin] optiesn o0 Sgnature ciesten B
. = Setthe sppestancs of agnatures within & documant Mices

30 & Mulsrreedea Weithe usfi

Adeks Onlins Sendees = Contial hivw and when isgnatuned see wirdfied [T

Identity identities & Trusted Cotificater

i = Creste and enanage idertites: Tor sqpning M
ImaSaript = Manage credentish uted te tnat decuments

Mpagurineg (301] Document Tenestamping

Maitirnedia (legacy) = Conlfgune BrEitamp sefver seitngs o
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On the “Signature Verification Preferences” screen, select both boxes under “Windows
Integration, Trust ALL root certificates in the Windows Certificate Store for:”

Verify signatures when the document is opened
[JWhen document has valid but untrusted signatures, prompt to review and trust signers
Verification Behavior
When Verifying:
(0 Use the document-specified method; prompt if unavailable

(@) Use the document-specified method; if unavailable, use default method
(O Always use the default method: Adobe Default Security w

Require certificate revocation checking to succeed whenever possible during signature verification
Use expired timestamps

[1Ignore document validation information

Verification Time Verification Information
Verify Signatures Using: Automatically add verification information when
saving signed PDF:

(®) Time at which the signature was created
(®) Ask when verification information is too big

Secure time (timestamp) embedded
in the signature ) Always

(D) Current time O Mever

Windows Integration
Trust ALL root certificates in the Windows Certificate Store for:

Check both
boxes

[ Validating Signatures

Validating Certified Documents

Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features.
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Creating a PDF Document from an Excel File
1. Select File, then Print.

H ©- abe = g

FILE HOME INSERT PA?
e

D 5‘{) Arial |12 %

H - T

B Y

Past
EE‘. B I U~

-

-

g ¥

Clipboard = Font

rvmmen/ s

2. Select your PDF Printer and print settings, then select Print.

Print

— Copiess |1 -
=
Print
Printer -
< Micrasaft Print to PDF
L=

Ponter Properties

Settings "4

| Prnt Entire Workbook
L Print the entire workbook

Print Active Sheets

Only pant the active sheets

Print Entire Workbook

S| Prnt the entine workbook

o e W it S election "

3. Navigate to your file location, name your file, and select Save.

Save Print Output As *
N <« Documents » eConstruction » Signinglnstructions v O Search Signinglnstructions »
Organize * MNew folder SR 4 o
# Quick access ~ MName Date modified Type Size
& OneDri Florid = T000106%instructions_v001.pdf Adobe Acrobat D... 23 KB
neDrive - Floridz
=L 70001135_v001.pdf Adobe Acrobat D... 17KB
[ This PC "L Contractor's Affidavit and Surety Consen... Adobe Acrobat D... 187 KB
"L Contractor's Affidavit and Surety Consen... Adobe Acrobat D... 222 KB
[ Desktop ety
E:-‘] Documents
4 Downloads 2
File name: | ACMEConstruction-WageAndHour70001069-BR549-20171020 ~
Save as type: | PDF Document (*.pdf) ~
» Hide Folders Cancel
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Signing a PDF Document
1. Open the PDF document in Adobe and select Tools.

= ACMEConstruction-WageAndHour70001069-BR545-20171020.pdf - Adobe Acrobat Reader DC
File Edit View Window Help

Home  Tools ACMEConstruction...

®S§Q ©@ 1/ N ®MO@ [sm - = =

STATE OF FLORIDA DEPARTMENT OF TRANSPORTATION
WAGE AND HOUR RECORD
Statement of Compliance: I

2. Select the Certificates.

Certificates

Open -

3. Select Digitally Sign.

= ACMEConstruction-WageAndHourTH001065- BR5E3- 201T1020.pdf - Adobe Acrobat Reader DC - ] X
File Edit View Window Help

Home Tools ACMEConstruction... ® lEJI Sign In
&8 B Q @ 14 MO = - F B T © ¥

Certificates = Ejb Chgitally E;;" [b'@ Tirme Stamp -
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If a instructions box pops up, Click OK. Then click and drag to place the signature block to the

desired location.

STATE OF FLORIDA DEPARTMENT OF TRANSPORTATION
WAGE AND HOUR RECORD

Statement of Compliance:
DATE 1072002017

L Janz Do Accountant

c) EXCEPTIONS

EXCEPTION (CRAFT) EXFLANATION

EXCEPTION (CRAFT} EXPLANATION

{Name of signatory pary) i)
o nereby state:
(1) That | pay or supervise the payment of the pemsons empioyed by

700-010-89
Construction
o2r1

ACME Consirucion on the Contract BRS4Y
[Caniracior or Subcontracior) {Bullding or work)

M3t ouring the payroil penod onthe 160 day of oct-17

and ending the 20t dayof Oct47 all persons employed

0N 5310 Project NFve Desn paD M Ul weekly Wages Samed. hat N f2bates Nave been of wil
bz mage emer dirscty o Indiractly to of on bahalf of sl

ACME Construczon fram the il weekly

{Contractor ar Subcaniraciar)
wages eamed by any person and that no deducions have been made elther drecly or Indirectly from e
full Wages E3med Dy any PETSON, DM than PEMMISSIbie deduCHions 35 Befined I REguIBtoNs, Par 3
(29 CFR Subtitle A), lsst=d by the Secretary of Labor under the Copeland Act, as amended
(43 Siat. 545, 63 Siat. 108, 72 Sial 067, T4 Sial 357; 40 U.5.C. 3145), and descrived below:

REMARKS:

[ACME Constreution is a hictiious name used for the purpose of
demonstrating this form. This form and the following pages are for the
sale purpose of demanstrating the Digital Signature process. These
pages are not to be construed as an actual WAGE AND HOUR
RECORD.

(2) That any payrols ofharess under this confract required o be submitied for e above:
PEnod are comect and comPiete; INat Me Wage rates Tor [ADOres or MECNan|Cs CoNainN2a therein are not
less than the appikeable wage rates contained In any wage determination Incarporated into the contract
mattne setfarin therein for o mechank: conform wiih e work e perome.

[3) That any apprentsss smployad in te above period ara duly reglstarsd In 3 bona fide
apprenticesNip program registerad Wi a State agprenticesnip agency recognized by ihe Bureau of
Apprentoachip and Traning, Lniteq States Depattment of Labar, of I na sush facognized agency exists
In a State, are ragistered with the Sureau of Agprenticashig and Training, Unite States Deparment af Laoor.

(4) That

(3) WHERE FRINGE SENEFITS ARE PAID TO APRROVED RLANS, FUNDS OR PROGRAMS

[x__Imaadmon to ihe basic nourly wage rates paid to =ach [abarer or mechanic listzd
Inthe above refarenced pyToR, paymsnts of fnge benefts 2 Istad Inme
conract nave been or will b2 MBe to ApPropriats PIOGTAMS for the beneft of
SUER EMIOYESS, SXCERE 35 NOtEd 1N SEction &{c) DEoW.

) WHERE FRINGE SENEFITS ARE PAID N CASH
|E:]am laborer or mechanic Iisted In the above referenced payroll fas bean
pald, 25 Indicated on the payrol, 2n amount not less than tha sum of e
applkcabée basic Nourly wage fale pius e amount of e fequired Tnge

MNAME AND TITLE SIGNATURE

[THE WILLFUL FALSIFICATION OF ANY OF THE ABOVE
STATEMENTS MAY SUBJECT THE CONTRACTOR OR
SUBCONTRACTOR TO CIVIL OR CRIMINAL PROSECUTION. SEE
SECTION 1001 OF TITLE 18 AND SECTION 231 OF TITLE 31 OF

[ THE UNITED STATES CODE.

R

The “Sign with a Digital ID” box will appear after you draw the signature block. Select the
certificate from your approved signature provider (IdenTrust in the example below) and ensure
your certificate is not expired. Select Continue.

Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

o G

Steve Q Tillman (Windows Digital 1D)
Issued by: IdenTrust ACES CA 2, Ex&)es: 2019.10.09

View Details

A Steve Quinton Tillman (Digital 1D file)
Gl Issued by: Steve Quinton Tillman, Expires: 2022.01.06

View Details

@ ( Configure New Digital ID ) ( Cancel )




6. Select the signature appearance created earlier. Click Sign.

Sign as "Steve Q Tillman" & x

Appearance I

2017.10.31
Steve Q 18:34:24

Tillman -04'00"

Lock document after signing Reason
View Certificate Details

Windows Security

Credential Required

Te allow the app to access your private key, enter the password:

Key description : CryptoAPl Private Key

Password

m Don't allow

o

Input your certificate signing password, then select Allow.

Navigate to your file location, name your file, and select Save.

Revised Date: 1/9/2018

T

Organize »

<« Shares » CO » Users » cn382qt » MyDocs » eCenstruction » Signinglnstructions

New folder

A
7 Quick access Marms

@ OneDrive - Floridz

"L 70001068instructions v001.pdf
=L 70001135_v001.pdf

~ 0

Searc

Date modified

401 PM

h Signinglnstructions

== -

Type

5AM  Adobe Acrobat D...

Adobe Acrobat D...

@ This PC "1 ACMECenstruction-Wa Acrobat D...
- Confirm Save As L}
= ACMEConstruction-Wa Acrobat D...
[ Desktop
[£] Decuments 7 ACMEConstruction-Wa | ACMEConstruction-WageAndHour70001069-BRS49-20171020.pdf already exists. Acrobat D...
3 Dewnload = ACMEConstruction-Wa *. Do youwant to replace it? Acrobat D...
ownloads
" Contractor's Affidavit a Acrobat D...
Musi
b Music =L Contractor's Affidavit a Yes Acrobat D...
&= Pictures
v <

[N ET AR A CME Construction-WageAndHour70001069-BR349-20171020. pf|

P
r
2]

Size

Save as type: | Adobe PDF Files (*.pdf)

~ Hide Folders

Save Cancel




Validating a Signature
1. Right-click the signature block and select Validate Signature.

] Clear Signature

1 I VMalidate Signaturel

View Signed Version
Add Verification Information

Show Signature Properties...

5 I

1. If the signature is VALID, click Signature Properties.

Signature Validation Status

&b Signature is VALID, signed by Steve Q Tillman <quinton.tillman@dot.state fl.us=,
- The document has not been modified since this signature was applied.
- The document is signed by the current user,

| Signature Properties... Close

2. Click Show Signer’s Certificate...

Signature Properties

Signature is VALID, signed by Steve O Tillman <quinton.tillman@dot.state.fl.us=.
Ab Signing Time: 2017/10/25 09:02:35 -04'00'
Validity Summary
The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. Mo other changes are permitted.

The document is signed by the current user.
Signing time is from the clock on the signer's computer,

Signature was validated as of the current time:
2017/10/25 10:33:56 -04'00"

Signer Info

The path from the signer's certificate to an issuer's certificate was successfully
built.

The signer's certificate is valid and has not been revoked.

Show Signer's Certificate...

Advanced Properties... Validate Signature Close

k X
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3.

4.

Revised Date: 1/9/2018

Ensure that the signature is issued by one of the providers on the approved list.

Certificate Viewer

€

IdenTrust Public S5ector Root
IdenTrust ACES CA 2

Steve Q Tillman <guil

>

[[]Show all certification paths found

Summary  Details

[

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

Revocation Trust  Policies Legal Motice

Steve Q Tillman < quinten.tillman@dot.state.flus>

l_L FLORIDA DEPARTMEMT OF TRANSPORTATION
Issued by:  IdenTrust ACES CA 2
IdenTrust
Valid from:  2017/10/03 13:09:57 -04'00"
Valid to:  2019/10/09 15:09:51 -04'00°

Intended usage:

@ The selected certificate path is valid.

Digital Signature, Nen-Repudiation, Client
Authentication, Email Protection

Export...

The path validation and revocation checks were done as of the current time:

2017/10/25 10:33:56 -04'00"
Validation Model: Shell

oK

If the signature is INVALID, the signature could be expired or revoked or the document could
have been modified after it was originally signed.
If the signature is UNKNOWN, follow the steps here to direct Adobe Reader to use the Windows
Certificate Store to validate signatures in addition to the Adobe Reader or Acrobat Certificate

Store.

If you continue to have issues, contact your IT department or the SCO System Section for
assistance.



http://www.fdot.gov/it/ApprovedDigitalCertificateAuthorities.shtm
http://www.fdot.gov/construction/eConstruction/Docs/Signature%20Validation%20Status.docx
mailto:CO-SCO-SystemSection@dot.state.fl.us?subject=Digital%20Signatures

