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General

This document is intended to provide step by instructions on how to export a personnel digital
certificate for use with the FDOT Sign application.

Definitions

External Users: Public, Vendors, etc....

Export Certificate — Admin rights required

To export your personnel certificate please follow the steps below.

1. Type the following(mmc.exe) into the Search the web and windows box. Located to the right of

the windows icon.
] i< Filters v/
Best match

@ e,

Search suggestions

/O mmc.exe - See web results

mmc.exe| N

2. Click on the mmc.exe item.
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a. You may have to click Yes if prompted.
3. Press the following key combination. Ctrl + m.
a.

fou can select sragns for this console from those avalable on vour computer and configure the selected vet of sapns. For

Avadable g
e

<ol ncvex Contol

T suthanaaton Mansger
ol centifcates

Selecied sp st
1 Console oot

. Component Services

WP security pobcy M., MTosftcon., |

Desarigben:
The Actwex Control snap-n enables you to bdd an MMC node vith & results view contaning an ActiveX control.

oK

Cancel

b. Select Certificates and click on the Add button.

4. Select My User Account then click finish.

This snap4n will always manage cerificates for:
(®) My user accourt
() Service account

() Computer account
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| < Back Finish Cancel
5. Select Ok.
6. Expand the Certificate item.
[ Console Root lssued To lssued By Expiration Date  Intended Purposes

v Il Certificates - Current User
~ || Personal
| Certificates
] Trusted Root Certification Authorities
| Enterprise Trust

a. Then expand Personal
b. Then select Certificates

?ﬂ*.adobesc.com

Eﬂ DO_MOT_TRUST_FiddlerRoot
Ehms M Johnson
?ﬂmike.johnson@dot.;tate.ﬂ.us
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DO_NOT_TRUST_FiddlerRoot
DO_NOT_TRUST FiddlerRoot
IdenTrust ACES CA 2
Communications Server

10/16/2022
10/16/2022
10/9/2018

1132017

Friendly Name

Server Authenticati... <MNonex»
Server Authenticati... DO_MOT_TRUST_Fi...
Client Authenticati..  <MNone>

Client Authentication

<Nones
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7. Right Click on your Certificate.

lssued To lssued By Expiration Dat
?@ * adobesc.com DO _MOT_TRUST_FiddlerRoot 10/16/2022
?ﬁ DO_MOT_TRUST_FiddlerRoot DO_MOT_TRUST_FiddlerRoot 10/16/2022

o enTrust ACES CA 2 10/9/2019
en

?ﬁmike.joh i ommunications Server 11/13/2017
All Tasks ¥ Open
Cut Request Certificate with Mew Key...
Copy Renew Certificate with Mew Key...
Delete Advanced Operations -]
Properties Export... l}

8. Select All Tasks, then click on Export

£# Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

-IE- Cancel
9. Click Next.

10. Make sure to select the Yes, export the pricate Key.

& & Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.
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Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key W

(®) Yes, export the private key

(I Mo, do not export the private key

Cancel

=
H
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a. Click next.

11. Make sure to select the following items.
a. Select Next.

Security

Export File Format

Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary ¥.509 (.CER)
Base-54 encoded X, 509 (.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (P78
Incude all certificates in the certification path if possible
(® Personal Information Exchange - PKCS #12 (PFX)
[ include all certificates in the certification path if possible
[ Delete the private key if the export is sucressful
[ Export all extended properties
[ Enable certificate privacy

Microsoft Serialized Certificate Store {,55T)

N

To maintain security, you must protect the private key to a security principal or by
using a password,

[JGroup or user names (recommended)

Add

Remove

[ Password:

Confirm password:

12. Make sure to select Password:
a.

b. Select Next.

Provide the password that will used when you use the Certificate.

13. Select Browse, navigate to the location where you wish to save the file.

14. Provide the name of the file,

11/13/2017 11:22 ..
@ Creative Cloud Files

— S

T

[ This PC

File name: | My Cert|

[ Save As ®
&« v P s ThisPC » Documents > DOT Certificate v 0 Search DOT Certificate »p
Organize v New folder - @
PdfFiles A MName - Date modified Type
5C0.Application [3) MyPerCertificate. phx

Personal Informati,

Save as type: | Personal Information Exchange (*pfx)

~ Hide Folders

a. Select Save.

S :

Save

Cancel

15. Click Next.
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& & Certfficate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

Yau have specified the folloning settings:

File Name \\COdata\Shares\CO'Users\angg2m)

Export Keys Yes

Indude all certificates in the certification path Yes

File Format Personal Information Exchange (=.pf

< >
=

16. Click Finish.
17. You need to provide the current Password that was assigned to the Certificate at the time it was

Exporting your private exchange key hs

An application is requesting access to a Protected item.

Password for:

IdenTrust Personal Cert l:l

] Remember password

Cancel Details...

created.

Certificate Export Wizard >

The export was successful,

OK

18. Click Ok.
19. Close the Console app.

Export Certificate — Admin rights not required

Internet Explorer
1. From the menu bar, select Tools, then select Internet options
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LT Hel
[ Tools LT

Delete browsing history... Ctrl+5Shift+Del

InPrivate Browsing Ctrl+Shift+P
Turn on Tracking Protection
Performance dashboard Ctrl+Shift+L

F12 Developer Tools

Internet options

Lax

2. Select Content tab, then select Certificates

: X

3
m
3
m
I'."_'l
]
(=]
3
]

General Security  Privacy Content | Copnections  Programs — Advanced

| Certificates
IUse certificates for encrypted connectj

| Clear 551 state Certificates Publishers

nd identification.

AutoComplete

AutoComplete stores previous entries Settings
on webpages and suggests matches
for you.

Feeds and Web Slices
E Feeds and Web Slices provide updated Settings

content from websites that can be
read in Internet Explorer and other
programs.

el

QK Cancel Apply

3. Select Client Authentication from the Drop down.
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Certificates x>

Intended purpose: Client Authentication

Personal  QOther People  Intermediate Certification Autho usted Root Certification * | *

Issued To Issued By ndly Name

[Fla12c895¢c-7e93-4fe,. oM ez 2/5/2028 <MNone =
[5;13ames M Johnson enTrust ACES CA 2 10/9/2019  <Mone:=
@mikﬁ Johnson@dot.... Communications Server  2f7/2018 <Mone>

Impart... Expart... Remaove Advanced

Certificate intended purposes

View

Close

4. Select your Certificate, then select Export.

e

Certificates >

Intended purpose: Client Authentication e

Personal  Other People  Intermediate Certification Authorites  Trusted Root Certification) * | *

Issued To Issued By Expiratio...  Friendly Mame
[5,la12c895¢c-7293-4f2... MS-Organization-Access  2/5/2028 <MNone =

@James M Johnson 10/9/2019  <Mone=
@mikﬁ Johnson@dot....  Communications r 272018 <Mone>
Import... Export... Remove Advanced

Certificate intended purposes
Client Authentication, Secure Email, Any Purpose

View

Close
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£# Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

-IE- Cancel
5. Click Next. (et ]

6. Make sure to select the Yes, export the pricate Key.

—

= Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key wi
(@) Yez, export the private key

i JMo, do not export the private key

Cancel

Click next.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER. encoded binary ¥.509 (.CER)

Base-54 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS £12 {PFX)

[ Include all certificates in the certification path if possible

[pelete the private key if the export is successful

[ Export all extended properties

[+ Enable certificate privacy

Microsoft Serialized Certificate Store (.55T) L\\,

7. Make sure to select the following items.

a.
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8. Make sure to select Password:

a. Provide the password t

b. Select Next.

10. Provide the name of the file,
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Security

To maintain security, you must protect the private key to a security principal or by
using & password.

[ Group or user names {recommended)

Add

Remove

[#] Passward:

Confirm password:

hat will used when you use the Certificate.

Select Browse, navigate to the location where you wish to save the file.

 Creative Cloud Files

[ MyPerCertificate.px

11/13/2017 11:22 ...

Save As x
« « 4 || > ThisPC > Documents » DOT Certificate v © | Search DOT Certificate rl
Organize v New folder - @

PafFiles A Name " Date madified Type
SCO.Application

Personal Informati,

O This PC

File name: [ MyCer]

— DS

Save as type: | Personal Information Exchange (*pf)

B

A Hide Folders

T

Save

Cancel

a. Select Save.
11. Click Next.

& & Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfuly completed the Certificate Export nizard.

Yau have specified the folowing settings:

File Name \\COdata\Shares\COsers\maa2mj)
Export Keys Yes

Include all certificates in the certification path Yes

File Format

Personal Information Exchange (*pf|

12. Click Finish.

Cancel
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13. You need to provide the current Password that was assigned to the Certificate at the time it was

Expaorting your private exchange key x

An application is requesting access to a Protected item.

Password for:

IdenTrust Personal Cert l:l

[[] Remember password

Cancel Details...

created.

Click Ok.
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